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UNCLASSIFIED FOREIGN VISITS AND ASSIGNMENTS PROGRAM
REVIEWER/APPROVAL AUTHORITY GUIDE

1. PURPOSE:  This guide will serve to aid local subject matter expert (SME) reviewers and local approval officials, as charged by DOE Order, 142.3A for processing visit/assignment requests by foreign nationals under the Unclassified Foreign Visits and Assignments Program. The guide is intended to assist with standardized implementation and to provide knowledge of the individual review responsibilities and overall approval process.  It will also provide program continuity when alternate reviewers and approving officials are performing the duties and responsibilities. The guide identifies how requests are handled for visits/assignments by foreign nationals from state sponsors of terrorism and for processing requests for open-to-the-public events. Although a condensed list of host responsibilities is included, it is only to demonstrate the relationship between the host and the reviewers.  It does not provide a substitute for the detailed host responsibilities identified in the Subject Area on Unclassified Foreign Visits and Assignments Program.  This guide is distributed to each of the SMEs, approval authority, and alternates. It is not intended for distribution to hosts.  

2.  REFERENCES:  

a. DOE Order 142.3A, Unclassified Foreign Visits and Assignments Program, dated October 14, 2010.

b. BNL Subject Area, latest version on SBMS, Unclassified Foreign Visits & Assignments Program.

3.  SUBJECT MATTER EXPERT REVIEWS:
a. SME reviewers will consider factors associated with the requested access to BNL/DOE facilities, programs, information, and technologies, including area building type requesting access and surrounding activities and determinations of whether legal and policy-related terms and conditions associated with the proposed visit or assignment have been met. 

b. SME reviews will ensure that any identified risk to the Government associated with access approval for each visit or assignment has been appropriately evaluated and mitigated.
c. SMEs will advise the approval authority regarding access requests and before access approval is determined will document and provide to the approval authority any concerns regarding access requests.  For requests involving nationals of state sponsors of terrorism, SMEs will provide advice to the site approval authority. 

d. SME reviews will be documented in FACTS by the FVA Office.  Documentation will include the date the review was completed and the name of the reviewer. 

e. Subject Matter Expert Reviews are required when, the Host has a clearance, a Security Area or Sensitive Subject/Information is accessed or Proprietary work is to be performed, and for visits/assignments involving State Sponsor of Terrorism Nationals.


4.  RESPONSIBILITIES:
a. HOSTS:
(1). Must be a DOE or BNL employee.  Employees from a sensitive country may not host any foreign nationals for a visit or assignment. 

(2). Ensure the completion of the request for foreign national unclassified visit or assignment form (BNL-473) located on the Guest Registration System (GIS). Ensure the request is routed according to departmental and GUV review and approval procedures. Upon completion of department and GUV approval, ensure the request arrives at the BNL Foreign Visits and Assignments (FV&A) Office at least 30 days for sensitive country foreign nationals and 15 days for non-sensitive country foreign nationals prior to the requested start date of the visit or assignment.  If the foreign national is a citizen of a Department of State (DOS) defined terrorist country, the submittal must be at least 90 days in advance, contact K. Walker at ext. 7105 for appropriate paperwork and coordination.  The DOS has currently defined the following four (4) countries as sponsors of terrorism: Cuba, Iran, Sudan, and Syria.

(3). If the visit or assignment involves access to a security area, a sensitive subject, and/or access by a sensitive or non-sensitive country foreign national to a Property Protection Area, or Controlled Access Areas (CAA) with sensitive information, develop and submit a specific security plan.

(4). Follow up with the GUV Center at X3333 or BNL FV&A Administrator (Kathy Walker x7105) to ensure approval has been granted prior to notifying the visitor or assignee they may come to BNL.

(5). Comply with the generic security plan (FVA Subject Area) and, if applicable, the approved specific security plan.

(6). Participate in host briefings and debriefings conducted by Counterintelligence officers. 

b. GENERAL SME REVIEW ITEMS:
The BNL request for a foreign visitor assignment includes biographical information on the foreign national, department specific information, subject information, and host information. The Department submits the request for the Host review, the record is then sent to the GUV, and if required, for OSP review prior to the FVA review.  The review of a request by each of the SMEs will include a check of the following generic items for each visit or assignment request and all requests for an open-to-the-public event:

(1). Name (First, Last, Middle)

(2). Country of Birth (sensitive or non-sensitive)

(3). Country of Citizenship (sensitive or non-sensitive)

(4). Country of Second Citizenship, if applicable (sensitive or non-sensitive)

(5). Passport Country of Issue

(6). Guest Title

(7). Employment Information (Affiliation Entity)

(8). Host Name (First, Last)

(9). Host’s Organization

(10). Host Clearance (yes/no)
(11). Type of Research or Work the Visitor/Assignee will be doing? 
i.e.; Open, CRADA, Work for Others, GIPA, Proprietary, Sensitive and/or Classified (which requires additional approvals), or Not Applicable.
(12). Justification of visit or assignment.

c. COUNTERINTELLIGENCE:

(1). The Senior Counterintelligence Officer (SCIO) or his designee coordinates with the DOE Office of Counterintelligence for required indices checks on all visitors and assignees to security areas and/or accessing sensitive subjects, visitors and assignees accessing Security Areas or Sensitive Subjects, Proprietary agreements, CRADAS, or Work for Others, requests whose Hosts have Clearances and State Department Designees of State Sponsor of Terrorist Nationals.

(2). For a priority short notice visit/assignment under (1) above, when the required indices check will not be completed prior to the requested start date, the Counterintelligence Office will monitor the indices to completion and may allow the visitor (escorted/unescorted) site access dependant on the indices and access requested, after the request has been entered in CARDS and coordinated with the Guest, User, Visitor Center. 
(3). The SCIO or his designee will review indices when received and advise the approval authority if there is any derogatory information and any necessary actions to be taken.
(4). For all requests for “Open/Open Data” research or “Not Applicable” designations, the review and approval by the SCIO or his designee on the request indicates the completion of the indices check and serves as the notification to the FV&A Administrator.
(5). The SCIO or his designee will process and provide derogatory indices check information to the Final Approval Authority for his determination on the appropriateness of the visit or assignment.

(6). The Counterintelligence Office will coordinate derogatory indices results with other Federal agencies as necessary and
(7). Complete the Counterintelligence review and route accordingly.

(8). SST Nationals require a completed indices check prior to site access.

d. FOREIGN VISITS AND ASSIGNMENTS ADMINISTRATOR:

(1). Will initially review the request for FV&A to ensure completeness, accuracy, and compliance with the program requirements.

(2). Ensure entry into the Foreign Access Central Tracking System (FACTS). 

(3). Route the request, and specific security plan if required, for SME reviews with the offices of Export Control, Technology Transfer, Security, Cyber Security, OPSEC and Counterintelligence with a return due date of 10 days from initial routing for Non-Sensitive country nationals and Sensitive Country Nationals not requiring a completed indices prior to site access.

(4). Submit a completed package coordinated with the requesting Department of requests for terrorist country foreign nationals to  DOE Headquarters for review and approval for first time visitors that are not Legal Permanent Residents. If comments are received from DOE Headquarters, make the necessary modifications to the request then return to DOE Headquarters for approval coordination with the DOE Management Panel. If approval is granted, notify the requesting department/division and the host.

(5). Conduct the SME security review for any physical security concerns.

(6). Review completed request to ensure all SME reviews are entered then route the request to GUV Final Approval Authority.

(7). Review Final Approval.
(8). Ensure approvals are completed and entered into FACTS. 


(9). Complete record in FACTS with close-out information.

e. CYBER SECURITY OFFICE:

(1) Review the FVA request for the following:

a. Request for Computer Access and to what systems.

b. For requests of terrorist country FNs, ensure that the specific Cyber Security plan is completed and approved as required.

(2) Complete the cyber security review and route accordingly. 

f. EXPORT CONTROL:
(1). In accordance with the references, et. al., determine the need for an export control license (deemed export) based on the citizenship/visa status and employment of the visitor or assignee, the subject codes, and the subjects to be discussed or research to be conducted.

(2). Contact the host if there are any export control issues that need to be clarified.

(3). Complete the Export Control review and route accordingly.

g. OPSEC:

(1). Review the FVA request for the following:

a. Check the subject area for the visit and compare it against the BNL Sensitive Subjects List to ensure that there is no unauthorized access to information.

b. Ensure that there is no access to critical or sensitive systems by unauthorized foreign nationals. Contact the host for requests to systems that are not authorized and coordinate with the Cyber Security Office to ensure that access is not granted.

c. For requests of terrorist country FNs, conduct an OPSEC review of the request and accompanying specific security plans. 

(2). Complete the OPSEC review and route accordingly. 

h. TECHNOLOGY TRANSFER:

(1). Determine regulatory compliance with transfer of technologies to the visitor or assignee based on the references, et. al., and the citizenship/visa status and employment of the individual, the subject codes, and subjects to be discussed or research to be conducted.  Ensure compliance with any contractual obligations for CRADAs, WFO, and other programs.

(2). If a request is for CRADA work, ensure that the foreign national is authorized to work on the CRADA and is officially added to the list of participants.

(3). Contact the host to clarify and resolve any technology transfer concerns.

(4). Complete the Technology Transfer review and route accordingly.

i. SECURITY:

(1). Review dates for program compliance and ensure documentation is accurate.

(2). Determine compliance with the requirement for a specific security plan based on citizenship, access to security areas, access to property protection areas, subjects to be accessed, and Controlled Access Areas with sensitive information/subjects.  

(3). Review specific security plans for viability.

(4). Ensure submittal of requests for citizens of identified by the DOS as Terrorist Country Nationals are routed through BNL Management, and DOE channels for the proper site and/or Headquarters approvals.

(5). Review the citizenship of the host to ensure they are not from a sensitive country and they are an employee or a PRT host with valid Host training.


(6). Complete the Security review and route accordingly.

j. APPROVAL AUTHORITY:
(1). The Laboratory Director has delegated Lizette Domenech of the GUV as the Final Approval Authority for all for unclassified foreign visits and assignments. A. Melocoton and S. White DePace will act as back up in her absence.
(2). Upon receipt of the completed request, ensure all SME reviews have been completed and that any comments on the visit or assignment have been considered.

(3). The Laboratory Director has designated review and approval requests and the specific security plans for terrorist country foreign nationals under the  Final Approval Authority of the Deputy Director of Operations, who will sign the Final Approval or transmittal letter to DOE requesting review and approval, dependant on the circumstances of the SST National approval requirements under DOE O142.3A.

(4). Bring to the attention of the Laboratory Director, any concerns with requests and discuss any questions on programmatic need or advisability of the visit or assignment with the applicable SME, Department Chair/Division Manager, and Laboratory Director.




(5). The Final Approval Authority will complete the final approval or denial and route the request back to the FVA Office for final processing and notifications. 

5.  OPEN-TO-THE-PUBLIC EVENTS:  Qualifying Events as Open-to-the-Public

a. Requirements: BNL events or activities are determined to be open to the general public and therefore exempt from the DOE Order 142.3A, “Unclassified Foreign Visits and Assignments Program” after meeting the listed criteria below:
(1). Events are defined as public lectures, community meetings, cultural or entertainment events, or open house events (e.g., Summer Sunday Tours, Community Advisory Committee meetings, BERA events).

(2). Events are held in locations that are determined by the local SMEs and approval authority to be open to the general public.
(3). And are reviewed by the hosting sites Local Final Approval Authority and/or their designee, in coordination with subject matter experts (SMEs), as follows:

a. Security

b. Cyber Security

c. OPSEC

d. Export Control

e. Technology Transfer

f. Counterintelligence

b. Obtaining an Exemption:

(1). An event must be submitted for review and approval prior to being declared “Open to the Public”.

(2). To allow for processing of the event, submissions must be made 30 days in advance.  Timeliness of submission is important as a denial will require compliance with procedures for processing foreign nationals as directed in DOE Order 142.3A.
(3). Hosts must complete an Open to the Public Event Request Form, located in Section (4.) of the FVA Subject Area or on the main BNL web page in the BNL Site Access section and accessed through the BNL Home Page under BNL Site Access for Open, Public Event Request.
(4). Event or activity submissions must include an agenda and a detailed description of scientific/technical areas being discussed. This information is necessary for the reviewers to make an informed decision.  If there is not enough information submitted with the request, approvals will be delayed until the necessary information is obtained.

(5). The Local Final Approval Authority must:

a. Consult with SMEs in security (including cyber, technical and OPSEC); export control, technology transfer, and counterintelligence.

b. Provide written determination that the subject matter is releasable to the public and the event has been approved as open to the public. 

c. Special Situations:
(1). Recurring Events - Because of the repetitive nature of certain events, a one year approval may be issued for submissions of events listed below:

a. Sunday Summer Tours

b. Tours from the Community Education, Government & And Public Affairs Office

c. Community Relations events

d. Weekly or monthly events that are held in designated public areas on a consistent basis, with subjects such as, BERA bus trips, Weekly BERA social or cultural workshops, well defined seminar series, etc.

e. Offsite Locations - Meetings and other offsite activities, must be approved as open to the public or processing through the FVA program is a requirement.

f. Unclassified events and activities that occur outside the United States or its territories do not have to be processed under the FVA program but may require documentation in the Foreign Travel Management System, or may require reporting to counterintelligence.

d. Implementation:

(1). Once an SME has completed his/her review, they will indicate approval or denial as appropriate.

(2). Once reviewed and either approved or denied, electronic notifications will be returned to the sponsoring organization of the event.

(3). The Laboratory Director or his designee will send a copy to the FVA Administrator, who, if approved, will notify the Main Gate Visitor Center.

(4). The sponsoring organization must then make an entry in the Main Gate Access Event Notification form.  This will enable the personnel at the Main Gate to print the badges required for all attendees.

NOTE:  Additionally, the sponsoring organization can now check/enter the information on the BNL Weekly Calendar of Events as open to the public.
6.
CONTINUITY OF PROCESS:

a. Each person with responsibilities listed in paragraph 3 above will ensure another individual is capable of carrying on these duties in his/her absence.

b. Each SME and alternate shall ensure that they are familiar with the content of this guide.

c. Primary SMEs are responsible to notify the FVA Administrator when they will be away from the Lab so that the alternate’s ability to conduct reviews can be activated in the GIS. They are also responsible to notify their alternates that they will be away from the Lab so that they can conduct the reviews.
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