Operational Security Plan

(for Foreign Nationals who are citizens of, born in, or have an affiliation with a country identified as a State Sponsor of Terrorism) 
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Date: 

(Last)  
(First) 

(Middle)

Address of Visitor/Assignee:  

Citizenship:     

Place of Birth (City, Country):  

Employer:     

Employer's Address:  
Type of Visit:     FORMCHECKBOX 
  Visit

                          FORMCHECKBOX 
  Assignment 

                          FORMCHECKBOX 
 Extensions of Assignments

Scope of Assignment:  

Duration of Assignment:   

Any specific International agreement:  

Facility/organization to be assigned: Brookhaven National Laboratory







     Upton, NY 11973


Subject code(s):

Type of Security Area:

Name of Host:  



Name of Escort:   

Designation of individual(s) responsible for Security Plan: 

Operational Security Plan

1. 
Verification


Researcher's identity is verified at time of arrival.  

2. 
Badging

Guest will be issued a photo ID badge.  Guest will be required to possess and display the badge while on the Laboratory site.

3.
Transportation on-site


Guest will use vehicular and foot modes of transportation.

4.
Role of Host

Host will ensure assignee understands his responsibilities and limitations on the assignment. Host will ensure compliance with required training, including safety. Host will 

ensure assignee is issued a BNL identification badge and advises assignee that it must be worn photo side out above the waist at all times on-site. Host will maintain assignee's residence, phone number, and person to be notified in event of emergency. Host will ensure the return of the BNL ID badge upon completion of the assignment. Host will advise assignee as to any restrictions with for use of communications, telephones, computers, and facsimiles, if any exist. Pertinent Safety and Department personnel will ensure compliance with restrictions for use of equipment, if any exist. There are no areas within the guest’s assigned building identified as sensitive or classified. Host will be vigilant about discussions with foreign nationals that could divulge proprietary details concerning the work to be completed. Host will inform employees in the work area about this assignment and remind them to deflect inquiries that attempt to seek information not appropriate to the assignment, to include personal information, other personnel, or government programs. Such inquiries and any close and continuing contact will be reported to the BNL Counterintelligence Officer. 

5. 
Cyber Access

See Cyber Plan attached.

6. 
Role of Escort

The assignee will not require access to any areas requiring an escort. In the event that an escort becomes necessary, the host or an appropriate designee will work with the foreign national to ensure the established requirements of an escort are maintained. Assignment will not include sensitive facilities, subjects, or security areas. 

7. 
Lab Security Officers

Lab security will be notified when the assignee arrives on-site at BNL and will be advised of his workstation and residence hall if staying on-site.

8.
Designation of Specific Buildings/Facilities

(Fill in areas where SST National will be going) Other public areas that may be accessed include Berkner Hall, Cafeteria, Brookhaven Center, Post Office, the Research Support Building 400, Gymnasium, Athletic Fields, Research Library, the dormitories/apartment areas, and any other facilities generally involved in tours.

9. 
Classified Activities

Classified activities will not be accessible to the assignee and there is no need to suspend any classified activities on-site.

10.
Briefing of Visitors regarding rules of conduct


This is carried out during orientation.

11. Access to site outside normal business hours

After normal business hours the assignee may be given access to facilities such as residence halls, Cafeteria, Research Library, and the building designated as the guest’s work area under the cognizance of the host.

12. Briefing of all personnel who will be involved with the visit or participation

The assignment does not involve a sensitive subject area and the assignee’s building is not a security facility. Host will inform employees in the work area about this assignment and remind them to deflect inquiries that attempt to seek information not appropriate to the assignment, to include personal information, other personnel, or government programs. Such inquiries and any close and continuing contact will be reported to the BNL Counterintelligence Officer.

13. Views of Operation Security (OPSEC) Committee

The Chair of the OPSEC Working Committee has reviewed the issues of this visit and has no concerns.
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