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Cyber Security Plan:

for Foreign National Visitor Access to 

Unclassified Computer Resources 

(For Foreign Nationals who are citizens of, born in, or have an affiliation with

 a country identified as a State Sponsor of Terrorism)

	
	Date of Request:
	

	1.
	Visitor/Assignee Identification & Information:*

	
	

	
	Name:
	

	
	

	
	Start Date:
	
	End Date:
	

	
	
	(no longer than 2 yrs from Start Date)

	
	Employment Status on Start Date:

	
	

	
	 FORMCHECKBOX 

	Life No.:
	     
	
	
	

	
	 FORMCHECKBOX 

	Guest No.:
	     
	Temporary Guest Registration No.:
	

	
	

	
	BNL User Facility(s) to be accessed: 
	

	
	 FORMCHECKBOX 

	AGS
	 FORMCHECKBOX 

	ATF
	 FORMCHECKBOX 

	NSLS
	 FORMCHECKBOX 

	NSRL
	 FORMCHECKBOX 

	RHIC
	 FORMCHECKBOX 

	Tandem
	 FORMCHECKBOX 

	None

	
	 FORMCHECKBOX 

	ATLAS
	
	
	
	
	
	
	
	
	
	
	
	

	
	

	
	Department building(s) and room number(s) to be accessed*:
	     

	
	

	
	Justification of visit/assignment; include specific activities, involvement, subjects to be discussed or statement of research:  

	
	

	
	Host Name*:
	
	Telephone:
	

	
	

	
	Host Organization:
	
	Directorate:
	

	
	

	2.
	Computer System(s) Identification:

	
	

	
	NOTE:  All information here must match network registration information in the Network Jack Registration database.  See http://intranet.bnl.gov/itd/reg/reg_form.asp. Approval of the system administrator responsible for each computer system accessed by the Visitor/Assignee is required (see signature area).

	
	Primary Computer System(s) to be accessed:

	
	

	
	Location

Building/Room

DNS (Internet) Name

IP/MAC Address

System Admin.

     
     
I     
     
      

           

     
     



	
	Security Implementation:

Include details:

a. Which of the above listed systems and components are involved, what action(s) will be taken to restrict access and how?


b. Who will be performing each of the actions that will affect the security of the system(s)?


c. When all this will be done (if the actions must be taken more than once, include specifics).


d. Where this will be done.


e. Why each of the actions is necessary and the effect they will have on isolating the named system(s).


f. Will all the listed systems be effectively isolated by the same actions, or must additional actions be taken to isolate them from the BNL Campus network as well (and details)?

g. Notify ITD Cyber Security Office each time the above actions are takes by sending e-mail to the SST Plan distribution group (SSTPlan@bnl.gov, or in the GAL, the “SST Plan” alias).



	3.
	Network Identification:

	
	

	
	If any computer system to be accessed by the Visitor/Assignee is connected to a network(s), identify all network(s):

	
	
	

	
	 FORMCHECKBOX 

	BNL.Gov (Public, Campus, Restricted, Critical System Zone)

	
	 FORMCHECKBOX 

	BNL.Org (Open Zone, Visitor Network)      

	
	 FORMCHECKBOX 

	Other Network(s):

	
	
	

	4.
	Information Access:

	
	
	

	
	A.
	During the visit/employment, will any system accessed by this Visitor/Assignee contain sensitive unclassified information or Official Use Only?   FORMCHECKBOX 
 Yes        FORMCHECKBOX 
 No

	
	
	

	
	B.
	Sensitive Information

	
	
	

	
	
	 FORMCHECKBOX 

	Unclassified Controlled Nuclear Information (UCNI)

	
	
	 FORMCHECKBOX 

	Naval Nuclear Propulsion Information (NNPI)

	
	
	 FORMCHECKBOX 

	Confidential Foreign Government Modified Handling

	
	
	 FORMCHECKBOX 

	Export Controlled Information

	
	
	 FORMCHECKBOX 

	None

	
	
	
	

	
	C.
	Official Use Only (OUO): Information identified as OUO, information must be unclassified; fall under at least one of eight Freedom of Information Act (FOIA) exemptions (exemptions 2 through 9); and be reasonably expected to cause damage to governmental, commercial, or private interests if disseminated to persons who do not need the information to perform their official duties or other DOE-authorized activities. 

	
	
	 FORMCHECKBOX 

	CRADA
	 FORMCHECKBOX 

	Export Controlled
	 FORMCHECKBOX 

	Technical/Scientific

	
	
	 FORMCHECKBOX 

	Privacy Act
	 FORMCHECKBOX 

	Proprietary
	 FORMCHECKBOX 

	None

	
	
	
	
	
	
	

	
	
	If yes, identify machine(s).  Explain and describe the mechanisms used to protect the information:

	
	
	

	
	
	DNS (Internet) Name:
	     

	
	
	IP Address:
	     

	
	
	MAC Address:
	     

	
	
	
	


	
	D.
	Will the Visitor/Assignee be granted privileged access to any hardware or software such that this person could impact the security features of any system (e.g., root accounts, or administrator privileges)?   FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No



	
	
	
	

	
	
	If yes, explain why this is necessary and describe the protections that mitigate the risk of unauthorized disclosure of information:

	
	
	

	
	
	     

	
	
	

	
	E.
	Will the Visitor/Assignee be accessing the computer system(s) from on-site at other than normal BNL business hours?   FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

	
	
	
	

	5.
	Remote Access to BNL:

	
	
	
	

	
	Will the Visitor/Assignee be accessing the computer system(s) from off-site?   FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

	
	

	6.
	Approvals:

	
	
	

	
	BNL Host (Sponsor):
	
	Date:
	

	
	
	     
	
	

	
	
	
	
	

	
	System Administrator(s):
	
	Date:
	

	
	
	     
	
	

	
	
	
	
	

	
	Department Chair:
	
	Date:
	

	
	
	     
	
	

	
	
	
	
	

	
	Cyber Security Office:
	
	Date:
	

	
	
	Keith Lally
	
	

	
	
	
	
	

	
	Cyber Security Office:
	
	Date:
	

	
	
	James Fung
	
	

	
	
	
	
	

	
	Counterintelligence Officer
	
	Date:
	

	
	
	     
	
	

	
	
	
	
	

	
	OPSEC/Export Control:
	
	Date:
	

	
	
	Mark Sakitt
	
	

	
	
	
	
	

	
	
	
	

	cc:
	Host
	
	

	
	System Administrator
	
	

	
	Department Chair
	
	

	
	     
	
	

	
	Counterintelligence:      
	
	

	
	M. Sakitt
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*Data entered must match information specified in the Guest Information System (GIS).

- 1 -
1.5/18508e011.doc









(06/2007)


