Brookhaven National Laboratory

Unclassified Visits and Assignments

Specific Security Plan

BNL GR#         and/or BNL Life#       
Foreign National Name:          LAST       FIRST       MI      
Citizenship:     
Foreign National Employer/Affiliation:     
This is a: Visit (V)  FORMCHECKBOX 
Assignment (A)  FORMCHECKBOX 


 FORMCHECKBOX 

Inclusive dates of V/A: (mm/dd/yyyy)          to       
Sponsoring Department/Division:  
Host responsible for the V/A:       

Host’s Phone Number:        
Buildings and rooms to be accessed are as specified in the BNL-473 submitted.  In addition, the Foreign National (FN) may have access to Research Support Building 400, on-site housing, cafeteria, open meeting rooms, and recreation facilities.

The Host identified above will ensure the following:
	I. This visit/assignment (V/A) will involve access only to unclassified, non-sensitive, government information. There will be no access by the FN to any security area, including Property Protection Area, unless specified in IV below. There will be no access to Export Control information. Export Control is required to prevent regulated technology, information and software from being illegally released within or outside the United States to a foreign national who has not been granted U.S. citizenship or does not have legal permanent residence in the United States. A deemed export can occur through transfer of technology to a foreign national when such a transfer would convey an understanding of: the design, construction or functioning of the export-controlled equipment or process, or to advance significantly the development of similar equipment or processes. Contact the Export Control Officer, Mark Sakitt at X3812 for assistance in identifying Export Controlled technologies. Developments from this V/A are intended to be published in open literature.




	II. Any deviations to the planned scope of this V/A that result in an incident of security concerns involving any credible information that a foreign national or an agent of a foreign power is involved will be reported to the BNL Security Operations Manager, L. Butera at 631-344-4691, and  the Brookhaven Field Office Senior Counterintelligence Officer, Randy Biegelman at 631-344-2234 in accordance with current DOE requirements. 

Incidents Specific to Foreign Nationals - Examples of incidents include, but are not 
limited to: 

1. Unauthorized access by a foreign national to locations that are determined not to be open to the general public. 

2.
Attempts by a foreign national to gain access to areas or information outside the scope of approved work related activities. 

3.
Any knowledge of foreign industrial or intelligence threats against BNL personnel, information, activities, facilities, and technologies. 

4.
Any known, or suspected, espionage activities. 

5.
Failure by a foreign national to notify the host of changes in name or status (e.g., passport, visa, or other USCIS information). 

6.
Failure by a foreign national to notify the host of any civil or criminal problems that could affect their status. 

7.
Failure by a foreign national to provide appropriate documentation when required or providing fraudulent documentation. 

8.
Access to the site by a foreign national whose activities are not exempt from the requirements of DOE Order 142.3A, Unclassified Foreign Visits and Assignments, and who has not undergone the review and approval process. 

9.
Access to the site by a foreign national who is not in lawful immigration status at the time the access occurs. 

10.
Commencement of work-related activities by a foreign national who does not possess sufficient documentation for the authority to work (when applicable for the activities involved). 

For additional information on reportable foreign national activities, counterintelligence concerns, and Brookhaven Counterintelligence points of contact, please contact the Brookhaven Field Office at 631-344-2493. 

III.   The FN will be instructed during the check-in process on the access and security requirements at BNL.  The FN will be issued a guest badge and vehicle registration, if applicable, with an expiration corresponding to the legal status of the FN’s INS documentation or end of the V/A, whichever comes first.  Specific computer access and limitations for individuals from State Sponsors of Terrorism are identified in the Specific Cyber Security Plan.  Foreign nationals from non-sensitive or sensitive countries not requesting access to security areas or sensitive subjects can have access to the BNL Domain and/or specialized data collection computers associated with experiments as determined by the host and appropriate systems administrator.  Upon termination, all Laboratory credentials, keys, and other issued BNL equipment will be collected by the hosting department, and ITD notified to terminate computer access.

IV. Additional provisions (if any):       
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